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4. Symposium scope and motivation

With the advent of pervasive computer applications and due to the proliferation of heterogeneous
wired and wireless computer and communication networks, security, privacy and trust issues have
become paramount. This Symposium will address all aspects of the modeling, design, implementation,
deployment, and management of security algorithms, protocols, architectures, and systems.
Furthermore, contributions devoted to the evaluation, optimization, or enhancement of security and
privacy mechanisms for current technologies, as well as devising efficient security and privacy solutions
for emerging areas from physical layer technology to the application layer, are solicited. A submitted
paper should present high-quality and previously unpublished work, and should not be submitted to
other conferences or journals in the same time.

5. Topics of Interest

Authentication protocols and message authentication

Biometric security: technologies, risks, vulnerabilities, bio-cryptography, mobile template protection
Cloud computing security

Computer and network forensics

Cryptanalysis

DDOS attacks, DNS spoofing, intrusion, localization and countermeasures

Digital right management: information hiding, watermarking, fingerprinting, and traitor tracing scheme
Formal trust models, security modeling and protocol design

Information systems security and security management

Mobile and Wireless network security, including ad hoc networks, P2P networks, 3G, 4G, sensor
networks, Bluetooth, 802.11 family and WiMAX

Network security metrics and performance

Operating systems and application security and analysis tools

Optical network security

Physical security and hardware/software security

Privacy and privacy enhancing technologies

Public-key, symmetric-key, applied crypto, coding-based cryptography,



Quantum cryptography

Smart Grid Security

Virtual private networks

VolP, IPTV, DAB, and other multimedia security
Vulnerability, exploitation tools and virus analysis
Web, eBusiness, eCommerce, eGovernment security
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Yi Qian received a Ph.D. degree in electrical engineering from Clemson University. Currently he is an
assistant professor in the Department of Computer and Electronics Engineering, University of Nebraska-
Lincoln, located at the Peter Kiewit Institute in Omaha, NE. His research interests include information
assurance and network security, computer networks, mobile wireless ad-hoc and sensor networks,
wireless communications, systems and networks. Dr. Yi Qian is a veteran of telecommunications
industry, academia, and U.S. government. His previous professional experience included serving as a
senior member of scientific staff and a technical advisor at Nortel Networks, an assistant professor at
University of Puerto Rico at Mayaguez, and a senior research member at the National Institute of
Standards and Technology - a major U.S. federal government agency. He has a successful track record to
lead research teams and to publish research results in leading scientific journals and conferences.
Several of his recent journal articles on wireless network design and wireless network security are
among the most accessed papers in the IEEE Digital Library. Dr. Yi Qian is a member of ACM and a senior
member of IEEE.
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Ph.D. (2005) in Computer Engineering from Texas A&M University. Dr. Fu won the 2nd place in the
graduate category of the International ACM student research contest in 2002, the Graduate Student
Research Excellence Award of the Department of Computer Science at Texas A&M University in 2004,
the Merrill Hunter Award for Excellence in Research at Dakota State University in 2008 and the best
paper award at International Conference on Communications (ICC) 2008. Dr. Fu's current research
interests are in network security and privacy, network forensics, computer forensics, information
assurance, system reliability and networking QoS. Dr. Fu has been publishing papers in conferences such
as |EEE Symposium on Security and Privacy (S&P), ACM CCS, ACM MobiHoc (ACM International
Symposium on Mobile Ad Hoc Networking and Computing), IEEE International Conference on Computer
Communications (INFOCOM) and IEEE International Conference on Distributed Computing Systems
(ICDCS), journals such as IEEE Transactions on Parallel and Distributed Systems (TPDS) and IEEE
Transactions on Computers (TC), book and book chapters. His research is supported by NSF
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Polytechnic Institute in 2007. Kui's research interests include Security & Privacy in Cloud Computing,
Lower-layer Attack & Defense Mechanisms for Wireless Networks, Smart Grid Security, and Sensor &
Mesh Network Security. He currently leads the Ubiquitous Security & Privacy Research Laboratory at IIT,
and his research is supported by US National Science Foundation, US Department of Energy, and
Amazon Web Service. Kui serves as an associate editor for IEEE Wireless Communications and is the lead
guest editor for IEEE Transactions on Smart Grid special issue on Cyber, Physical and System Security for
Smart Grid.

Dijiang Huang received his Bachelor of Science degree in Telecommunications from Beijing University of
Posts & Telecommunications in 1995. He received his Master of Science and PhD degrees from



University of Missouri-Kansas City in 2001 and 2004, respectively. Both majored in Computer Science
and Telecommunications. He joined Computer Science and Engineering department at ASU in 2005 as
an assistant professor. His current research interests are in two areas. Security and privacy:
cryptography, key management, authentication protocol, attack analysis, privacy preserving, and attack
resilient network design. Computer system and networking: cloud computing, network protocols design,
and mobile communication. Dr. Huang's research is supported by NSF, ONR, AFRL, and Consortium of
Embedded System (CES). He is a recipient of ONR Young Investigator Award 2010.



